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defendants failed to take reasonable measures to protect their computer systems, correct known 

vulnerabilities, and provide timely notice of a 2015 breach. This case, pending before the Northern 

District of Indiana, marks the first time state Attorneys General have joined to sue under HIPAA. 

While HIPAA does not provide a private right of action, covered entities experiencing a breach 

may be vulnerable to class action litigation under applicable state laws. In 2018, Aetna agreed to 

pay $17 million to settle allegations by class action plaintiffs after the company sent mailings to its 

members that contained large clear windows on the front, revealing identifying information and 

instructions related to their HIV medication.3 In Florida, after the burglary of several unencrypted 

hard drives containing personally identifiable information, class action plaintiffs brought state 

law claims against a homecare company alleging that the defendant failed to properly secure 

and safeguard personally identifiable information and failed to provide timely, accurate, and 

adequate notice to class members that the information had been stolen. This suit is based on 

state law claims including negligence, invasion of privacy, and breach of implied contract.4

OCR guidance: emphasis on practical strategies for everyday compliance

OCR issued guidance in several noteworthy areas in 2018. As mandated by the 21st Century 

Cures Act, OCR issued interim guidance on the use of individual authorizations for uses and 

disclosures of PHI for future research. Additionally, in October, OCR and the HHS’s Office of the 

National Coordinator (ONC) for Health Information Technology released an updated version of the 

publicly-available Security Risk Assessment (SRA) Tool that helps covered entities and business 

associates identify risks and vulnerabilities to ePHI. The new version of the SRA Tool provides 

enhanced functionality not only to help such organizations identify risks, but also document 

how they can implement appropriate security measures to protect ePHI. 

OCR’s monthly cybersecurity newsletters provided regular guidance on security controls amidst 

persistent cyber-threats. For instance, the May newsletter stressed a facet of security that 

is too-often overlooked: basic physical security measures such as protecting computers and 

workstations from unauthorized access and implementing low-cost physical safeguards such 

as privacy screens and device locks. Newsletters also highlighted other increasingly-pervasive 

compliance and security issues, such as avoiding cyber-extortion schemes, implementing basic 

cybersecurity safeguards like data encryption, and securely disposing of electronic media.  

GDPR and state laws: HIPAA-related legislation spurs additional compliance efforts

2018’s legislative activity, both in the United States and abroad, touched on privacy and security 

concepts and will propel healthcare entities to undertake compliance efforts in addition to their 

existing HIPAA compliance programs.  

May 25, 2018 marked the compliance deadline for the European Union’s General Data Protection 

Regulation (GDPR), which applies not only to European Union businesses, but also many 

companies in the United States with a global footprint. There is some overlap between GDPR 

and HIPAA requirements and principles, but transitioning to compliance programs consistent 

with both the GDPR and HIPAA is a major undertaking. 

The California Consumer Privacy Act (CCPA) introduced new privacy protections and rights for 

consumers similar to the GDPR. Although data handled pursuant to HIPAA is technically exempt 

from the reach of the CCPA regulations, the rules encompass some overlapping concepts of data 

privacy and security. The California Attorney General is still accepting comments on the CCPA and 

is expected to release draft regulations and guidance in the fall of 2019. This guidance will give 

healthcare entities subject to the CCPA a narrow window of time to appropriately supplement 

their existing HIPAA-compliant privacy and security policies with additional CCPA-compatible 

provisions before the CCPA takes effect on January 1, 2020. 	

3	 Settlement Agreement, Beckett v. Aetna, Inc., 2:17-cv-03864-JS (E.D. Pa. Jan. 16, 2018). Aetna has brought suit seeking 		
	 indemnity, reimbursement, contribution, and damages against claims administrator Kurtzman Carson Consultants, LLC 		
	 (KCC), alleging that KCC failed to inform Aetna that it would send these mailings in a window envelope. Aetna, Inc. v. 		
	 Kurtzman Carson Consultants, LLC, No. 2:18-cv-00470-JS (E.D. Pa. Feb. 5, 2018).
4	 Kuss v. American Homepatient Inc. & Lincare Holdings, Inc. No. 8:18-cv-02348-EAK-TGW (M.D. Fla. Sept. 24, 2018). 		
	 Defendant filed a motion to dismiss late last year, but the court has not yet ruled on it.
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