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On April 16, 2009, the Federal Trade Commission ("FTC") issued notice of a proposed rule that
would require certain entities that offer personal health records ("PHR") to notify consumers
when the security of their electronic health information is breached." A PHR, which has a
slightly different meaning than “electronic health record,” is a record that end-user consumers of
healthcare can access directly online to manage their health information. Healthcare consumers,
rather than healthcare providers, maintain PHRs. The FTC is seeking comments to its proposed
PHR rule, which are due by June 1, 2009.

The FTC issued the proposed rule in order to comply with the American Recovery and
Reinvestment Act of 2009 ("ARRA"), also known as the economic stimulus bill, which was
signed into law on February 17, 2009. ARRA acknowledges that new types of internet-based
entities collect and handle personal health information, allowing consumers to track and manage
their health information online. ARRA requires the FTC to work with the Department of Health
and Human Services ("HHS™) to conduct a study and report on potential privacy, security and
breach notification requirements for PHR vendors, PHR-related entities, and third-party service
providers. The report must be completed by February 2010.

In the interim, ARRA mandates that the FTC promulgate temporary regulations requiring
affected entities to notify affected consumers if the security of their PHR information is
breached. These regulations will apply to entities that are not subject to the Health Insurance
Portability and Accountability Act of 1996 ("HIPAA™). In the FTC's notice of proposed
rulemaking, the FTC makes clear that ARRA also requires HHS to promulgate interim final
regulations applicable to HIPAA-covered entities and their business associates. 2

1 74 Fed. Reg. 17914 (April 20, 2009).

2 Pursuant to ARRA, HHS issued guidance to HIPAA-covered entities on April 17 regarding "technologies and
methodologies to secure health information and prevent harm by rendering health information unusable, unreadable,
or indecipherable to unauthorized individuals."
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Affected Entities

The proposed rule, if finalized as written, will apply to PHR vendors, other PHR-related entities,
and those vendors' and entities' third-party service providers.®> Therefore, the proposed rule will
apply to entities outside the FTC's normal jurisdiction, including nonprofit organizations that
offer PHRs. Other examples of PHR-related entities include companies that advertise dietary
supplements online, entities that offer web-based applications to help consumers manage
medications, and websites offering online personalized health checklists. Under the proposed
rule, third-party service providers (which is not a defined term under ARRA) include entities that
provide services such as billing or data storage to PHR-related entities or vendors of PHR.

Breach of Security

Consistent with ARRA, the proposed rule defines "breach of security” as the acquisition of
unsecured PHR identifiable health information of an individual in a PHR without the individual's
authorization.* The key to the triggering of a notification requirement is whether the data has
actually been acquired, not whether the entity experienced unauthorized access to its systems
records or information. The FTC makes clear that the term ™acquisition” means that the
information is not only available to unauthorized persons but in fact has been obtained by the
unauthorized persons. The FTC also makes clear that the entity that experienced the breach is in
the best position to determine whether an actual unauthorized acquisition has taken place, though
the proposed rule creates a presumption that unauthorized persons have acquired information if
they have access to it, thus triggering the obligation to provide breach notification. The
presumption can be rebutted with reliable evidence showing that the information either was not
or could not reasonably have been acquired.

"PHR identifiable health information""

The proposed rule defines "PHR identifiable health information,” to include not only health
information but also information relating to past, present, or future payment,® which therefore
includes databases containing names and credit card information. The FTC also makes clear that
the mere information that an individual has an account with a PHR vendor or PHR- related entity
regarding a particular health condition constitutes "PHR identifiable health information."

Notice Requirements

The proposed rule requires PHR vendors and PHR-related entities to notify U.S. citizens and
residents upon discovery of a breach of security and also to notify the FTC.® Upon discovering a
security breach, third-party service providers are required to provide notification to the
appropriate vendors and entities so that the vendor or entity can in turn provide its customers
with a breach notice. Breach notifications must be made to affected individuals and the media
"without unreasonable delay" after the entity or vendor knows or reasonably should have known

® If finalized, the requirement will be found at 16 C.F.R. § 318.3.
* If finalized, the definition will be found at 16 C.F.R. § 318.2(a).
® If finalized, the definition will be found at 16 C.F.R. § 318.2(¢).
® If finalized, the requirement will be found at 16 C.F.R. § 318.3.
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of the breach and in no case later than 60 calendar days after discovery of the breach.” If the
breach involves the unsecured PHR identifiable health information of 500 or more individuals,
notification to the FTC must be made no later than five business days after discovery.

Notification may be provided (a) by written notice sent by first-class mail to the individual's last
known address or by email if the individual has expressly affirmed consent to so receive notices,
(b) by telephone in the case of imminent misuse of unsecured PHR identifiable health
information, or (c) in certain cases where the individual has affirmatively indicated preference
for either first-class mail or email, but the affected vendor or entity believes such information to
be outdated, by another form of communication.® Further, if ten or more individuals cannot be
reached by the methods listed above, the vendor or entity shall provide notice through a
conspicuous posting on the home page of its website, which must remain in place for six months,
or by major print or broadcast media.

The proposed rule specifies that the content of the notice must include: (a) a brief description of
how the breach occurred, including the date of the breach and the date of the discovery; (b) a
description of the types of unsecured PHR identifiable health information that were involved in
the breach; (c) steps affected consumers should take to protect themselves from potential harm;
(d) a brief description of what the entity that suffered the breach is doing to investigate, mitigate
losses, and protect against future breaches; and (e) contact procedures for affected individuals to
ask questions or get additional information.®

The FTC makes clear in the proposed rule that violations of the breach notification requirement
will be treated as an unfair or deceptive act or practice.’® If you have any questions about the
proposed rule or other matters discussed in this Health Law Update, please do not hesitate to
contact one of the attorneys in our Healthcare Practice Group listed on the following page.

" If finalized, the requirement will be found at 16 C.F.R. § 318.4.
8 If finalized, the requirement will be found at 16 C.F.R. § 318.5.
° If finalized, the requirement will be found at 16 C.F.R. § 318.6.
19If finalized, this regulation will be found at 16 C.F.R. § 318.7.
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