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In a Health Law Update published last month,1 we summarized recent data regarding 
enforcement of the HIPAA Privacy Rule.  Now we want to report briefly on a development 
showing that, as the number of HIPAA complaints steadily increases each year, the government 
is also stepping up the scope and intensity of its enforcement efforts.  The United States 
Department of Health and Human Services ("HHS") announced yesterday that it had entered into 
a "Resolution Agreement," the first of its kind, with Seattle-based Providence Health & Services 
("Providence") to settle potential violations of HIPAA's Privacy and Security Rules.2   
 
In the agreement, Providence agrees to pay $100,000 and to implement a detailed "Corrective 
Action Plan" to ensure that it will appropriately safeguard identifiable electronic patient 
information against theft or loss.  The agreement relates to several incidents in which backup 
tapes, optical disks, and laptops, all containing unencrypted electronic protected health 
information (PHI), were removed from Providence premises and were left unattended.  In one of 
these incidents, backup tapes and optical disks were left unattended overnight in the personal 
vehicle of an employee and were stolen.   
 
HHS notes that the Providence agreement is the first time HHS has required a Resolution 
Agreement from a covered entity.  A Resolution Agreement is a contract signed by HHS and a 
covered entity (similar to a Corporate Integrity Agreement required by the Office of Inspector 
General of HHS for potential fraud and abuse violations) in which the covered entity agrees to 
perform certain obligations (e.g., staff training) and make reports to HHS for a period of years, 
typically three years.  During the period, HHS monitors the compliance of the covered entity 
with the obligations it has agreed to perform. 

                                                 
1 Health Law Update, "Enforcing the HIPAA Privacy Rule: Trends, Stats and Issues," available at 
http://www.bassberry.com/communicationscenter/newsletters (June 11, 2008). 
2 45 C.F.R. Parts 160 and 164  



 

 

 
In Providence's case, the Resolution Agreement contains a "robust" Corrective Action Plan 
requiring:  revision of policies and procedures regarding physical and technical safeguards (e.g., 
encryption) governing off-site transport and storage of electronic media containing PHI, subject 
to HHS approval; training workforce members on the safeguards; conducting audits and site 
visits of facilities; and submitting compliance reports to HHS for a period of three years.  If you 
have any questions regarding this Health Law Update, please contact one of the attorneys in our 
Healthcare Industry Practice Area listed on the following page.   
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The materials contained herein have been abridged from the statutory sources and should not be construed or relied upon for legal advice.  

Readers are urged to consult legal counsel concerning particular situations and specific legal questions.   
 

To ensure compliance with requirements imposed by the IRS, we inform you that this message is not intended to be used, and cannot be used, by 
the addressee or any other person for the purpose of avoiding penalties that may be imposed under the Internal Revenue Code. 

 

 


